Workshop 4: Digital Identity

How to safeguard
your child’s
privacy on popular
apps and games
The internet and social media allow children and young
people to easily find and engage in adult worlds and while
most popular platforms state account holders must be
over 13 years of age, many kids below this age already
regularly engage with social media.
If your child has a social media account or is on a gaming
platform help them to stay safe by setting profiles to
private and limiting the information they share online.
Kids often believe people who say they know a mutual
acquaintance at their school. Setting accounts to
‘private’ controls who sees your child’s content and who
can contact them.

This guide provides practical tips on how to:
●
●
●
●
●

Set accounts to private
Keep your location private
Block or remove followers
How to report inappropriate contact
If you need more help

How to start the conversation
One of the ways to introduce this concept to your child is
to ask them questions such as:
● “Apps and games have age limits, a bit like the
way movies have ratings. It’s so that you don’t
see things that aren’t meant for you or that are
dangerous or upsetting. Let’s check the age
restrictions on this together.”
● “Sometimes adults pretend to be people they’re not
and will contact you asking to be your friend, get

you to send them photos, or even send photos of
themselves. This can be scary or upsetting and it’s
good to make sure that these people can’t contact
you. Let’s change your profile to private so only
people you know can contact you.”
● “If your profile is public, anyone can look at your
posts, photos, profile information, and interact
with you. Let’s change your profile to private so only
people you know can see your information.”

Account Privacy Tips:
● Set your profile to “Private” and check location
settings
● Don’t use the same password and email address on
all your apps and games
● Make sure your password has nothing to do with your
name, birthday or address
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● Change your passwords regularly
● Use at least 10 characters, although the longer the
better
● Don't keep passwords on your phone or computer
● Use multi-factor authentication if possible
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How to report
inappropriate content

What to do if you
need more help

The eSafety Commissioner is Australia’s national
independent regulator for online safety.
The Office of the eSafety Commissioner has
developed an eSafety Guide with reporting links
and information for a range of social media
services, games, apps and sites.
Reporting of inappropriate images, content, and
cyberbullying can also be made directly to
https://www.esafety.gov.au/report

If your child ever sees or receives anything
online that makes them uncomfortable, they
should feel supported in discussing it with you
or their friends or teachers. Alternatively, they
can call Kids Helpline, Australia’s only free,
private and confidential 24/7 phone and online
counselling service for 5 to 25 year olds.
1800 55 1800 kidshelpline.com.au

About Optus Digital Thumbprint
Optus Digital Thumbprint is a free and award-winning educational program that supports young people
and families to be safe, responsible and positive online.
Since 2013, we’ve delivered workshops and developed digital tools that have educated more than 320,000
primary and secondary school students across Australia.
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